BO GD&PT CONG HOA XA HOI CHU NGHTA VIET NAM
Trwdng dai hoc SPKT Poclap - Ty do- Hanh phuc
Khoa: CNTT

Chuwong trinh Gido duc dai hoc
Nganh dao tao: Céng nghé Théng Tin Trinh dd dao tao: Pai hoc
Chuong trinh dao tao: Cong nghé Théng tin

bé cuwong chi tiét hoc phan

1. Tén hoc phan: BAO MAT WEBM4 hoc phan: WESE431479
2. TénTiéng Anh: Web Security
3. Sotinchi: 3

Phan b6 thoi gian: 3(2:1:6)
4. Céc giang vién phu trach hoc phan

1/ GV phu trach chinh: ThS. Lé Thi Minh Chau

2/ Danh sé&ch giang vién cung GD:

1/ TS. bang Truwong Son
5. Diéu kién tham gia hoc tap hoc phan

Mon hoc truéc: Bao mat thdng tin, Mang may tinh can ban.
6. M6 ta tom tat hoc phan

— Cung cdp nhitng kién thirc co ban vé bdo mat, bdo vé di liéu va an toan théng
tin trén nén web vamoi truong Internet.

— Cung cép kién thirc vé cac phuong thirc tdn cdng va xam nhap, (ng dung ma
hoa dir liéu trong bdo mat Web

— Cung cdp céc gidi phdp bao vé Web Servers, mang may tinh bdo vé nguoi
dung trong qué trinh twong tac voi Web

— Cung cép k¥ thuat, cong cu va ky nang dé sinh vién co thé thiét ké, t6 hop va
tich hop hiéu qua cac thuat toan ma hdéa vao trong nhirng rng dung bao mat Web

7. Muc tiéu hoc phan (Course objective)
Muc tiéu Mo ta Chuan daura
(Goals) (Goal description) CTbT

(Hoc phan nay trang bi cho sinh vién:)

G1 Kién thiic co ban vé bdo mat, bdo vé dir liéu va an toan théng 1.2,4.1
tin trén nén web vamoi trvong Internet.

G2 Kién thirc vé cac gidi phdp bdo vé Web Servers, mang may tinh | 1.3
bdo vé nguoi dung trong qua trinh tvong tac voi Web.

G3 KV thuat, cong cu va k§ nang dé sinh vién co thé thiét ké, t0 hop | 4.3, 4.5
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va tich hgp hiéu qué céc thuat toan méa hda vao trong nhitng trng

dung bao mat Web.
G4 K§ nang chuan bi vatrinh bay mot béo céo khoa hoc (seminar). 31,3233
8. Chuan dau racla hoc phan
Muc Chuan Mo ta Chuéan
titu | daura (Sau khi hoc xong mon hoc nay, ngudi hoc c6 thé:) daura
hoc phan CDIO
Gl.1 Giai thich dugc cac thuat nglr khoa hoc tiéng Anh co bantrong | 1.2.2
Bao mat web
Gl2 Xay dung duoc tu duy vay thirc vé an toan thdng tin trén web 24.4
G1 245
G1.3 Thay duoc vai tro vatrach nhiém clia nguoi k§ sw trong Baomat | 4.1.2
web
Gl4 Hiéu céc quy dinh cla xa hdi doi voi BMTT néi chung vaBao | 4.1.4
mat web ndi riéng
G2 Ga.1 Trinh bay duoc nhirng thanh phan cltia bdo mat web mic nguoi | 1.3.6
dung va mirc server
G3.1 Hé thdng va phan loai dwvoc cac phan mém dwoc s dung dé bao | 4.3.2
mat théng tin trén web
G3 G3.2 C6 kha nang cai dat vatich hgp cac phuong phap bdo mat Web 44.1
4.4.2
451
G4.1 Poc hiéu dwoc céc tai liéu lién quan dén Bao mat web bangtiéng | 3.3.4
Anh
G4.2 Lam viéc theo nhém 2.4.7
G4 311
3.1.2
G4.3 Trinh bay bao céo str dung may tinh, may chiéu 321
3.2.2

9. Nhiém vu ctia sinh vién

- Dv 16p: t6i thiéu 80% SO tiét giang

- Bai tap: Phai hoan thanh 100% bai tap vé nhado gido vién giao

- Tiéu luan: Hoan thanh tiéu luan theo si¥ phan cong

- Béo céo: Béo cao tiéu luan tinh vao diém gitra ky

10. Tai liéu hoc tap
- Sach, giao trinh chinh:




[1]. Shweta Bhasin, Web Security Basics, Premier Press, 2003.
[2]. William Stallings, Cryptography and Network Security, Prentice Hall, 2011.

- Sach (TLTK) tham khéo:

[3]. Simson Garfinkel, Gene Spafford, Web Security, Privacy & Commerce, O'Reilly,
2001 [4]. Improving Web Application Security - Threats and Countermeasures,

Microsoft
Corporation, 2003.

11. Ty Ié Phan tram cac thanh phan diém va céc hinh thirc danh gia sinh vién :

Thang diém: 10
Hinh Congcu | Chuan | Tilé
thirc No6i dung Thoi diém KT daura | (%)
KT KT
Bai tap 10
Trinh bay va phan loai cac nguy co tan Tuan 2 Bai tap nhd G2 10
BT#1 | . NG A
cong trén trén web trén lop
Kiém tra 20
- Trinh bay céac k¥ thuat bdo mat web tlr | Tuan 12 Kiém traty G3
phia nguoi dung. luén trén
- Trinh bay cac ky thuat bao mat web tur giay
hi :
KTg | Pmaser oo
- Trinh bay céc thanh phan va vai tro
clia co s& ha tang khoa cong khai KPI
- Trinh bay kha niém, cong dung va
phan loai twong lta (firewall)
Béo céo - Tiéu luan 20
Moi nhém sinh vién tir 3-5 nguoi chon1l | Tyan13-14 | Tiéu luan - G2
trong céc dé tai dé tim hiéu vatrinh bay B&0 C40 G3
béo co, ndi dung céc dé tai xoay quanh truge 16p
cac ndi dung sau: G4
- Tim hiéu céc k¥ thuat tdn cong
pho bién trong mai truong Web
- Tim hiéu veé cac chinh sach, co
ché, cong cu bao mat web
- Khao sat m6t s6 phan mém duoc
str dung dé bao mat théng tin trén
Web
Thi cudi ky 50
- N6i dung bao quét tat ca cac chudn dau Thi ty luan | G1-G3

ra quan trong ctia mon hoc.
- Thoi gian lam bai 60 phut.




12. Noi dung chi tiét hoc phan

- . Chuan d3au
Tuan NoOi dung .
Chwong 1: Gidi thiéu vé bdo mét web (8/0/16)
A/ Cac ndi dung va PPGD chinh trén 1 &p: (8) Gl1.1
N&i dung GD ly thuyét: G2.1
- Khé niém vé bao mat web '
- Tai sao can bdo mat web
- Céc nguy co vacéc kiéu tdn cong trén nén web
- Cécloai virus.
- Nhitng thanh phan clia bado mat web
PPGD chinh:
+ Thuyét trinh
+ Trinh chiéu Powerpoint
1,2 + Thao luan nhém
B/ Cac ndi dung can tw hoc & nha: (16) G12
- Boc thém: [2] William Stallings, Cryptography and '
Network Security ... Chapter 17. Web Security G4.1
- Tra 1&i cac cau hoi cudi [1] Chapter 1, 2 G4.2
Tai liéu hoc tap can thiét (yéu cau phai thdng nhat véi muc 10 néu '
trén)
+ [1]. Shweta Bhasin, Web Security Basics ... Chapter 1. Security: An
Overview
+ [1]. Shweta Bhasin, Web Security Basics ... Chapter 2. Common
Threats on the Web
Chwong 2: Bdo mdt mang va trng dung (12/8/40)
A/ Céc nbi dung va PPGD chinh trén 1 6p: (20) G2.1
NGi dung GD:
Tong quan bdo mat mang
- Cécloai mang
- Giao thirc TCP/IP
- Cé&c nguy co trén mang TCP/IP Bao mat
web tir phia nguwoi dung
3-7

- B&o mat trinh duyét web

- B&o mat web va JavaScript

- Bao mat tinh riéng tw nguoi dung

- Céc Plugins vaActiveX trén trinh duyét Bao mat
web tir phia Server

- Bao mat hé diéu hanh

- Bao mat cac web servers
B&o mat cac chwong trinh CGI On tap vé bao mat mang
PPGD chinh:




+ Thuyét trinh
+ Trinh chiéu Powerpoint
+ Thao luan nhém

B/ Cac ndi dung can tu hoc & nha: (40)
- Boc thém: [2] William Stallings, Cryptography and
Network Security ... Chapter 16. IP Security
- Tra 1&i cac cau hoi cudi [1] Chapter 3,4,5
Tai liéu hoc tap can thiét (yéu cau phai théng nhat v&i muc 10 néu
trén)
+ [1]. Shweta Bhasin, Web Security Basics ... Part I1: Network and
Application Security

Gl.2
G4.1
G4.2

Chuong 3: Cac bién phap an ninh (20/0/40)

A/ Cac ndi dung va PPGD chinh trén | 6p: (16)
Ndi dung GD ly thuyét:
Xé&c thyc vabdo mat thong diép
- Ontap vé mat ma
- Ung dung mat ma trong viéc xac thurc
Co s0 ha tang khoa cong khai PKI
- Khai niém PKI
Céc thanh phan cla PKI
Vai tro clia KPI
Giao dich dién tir va PKI
- Trién khai PKI
Giai phdp twong lta
- Khai niém tuong Ira
- Céacloai twong lra
- Céc tang cla tuong lra
- Lua chon céc giai phap twong lta
Hé thong phét hién xam nhap (IDS)
- Khai niém phat hién xam nhap
- IDS va tuong lira
- Ky thuat IDS
- Cécloai IDS
Lvachon IDS
Trién khai IDS véi Honeypot Khdi phuc dif liéu va backup
Xé&c dinh cac tham hoa
Ké hoach khéi phuc dir liéu
Céc thanh phan cliaké hoach
Chién lwgc phuc hoi dir liéu
- Cong nghé backup
PPGD chinh:

+ Thuyét trinh
+ Trinh chiéu Powerpoint
+ Thao luan nhém

G3.1

B/ Céc ndi dung can tu hoc & nha: (40)
- Boc thém: [2] William Stallings, Cryptography and
Network Security ... Chapter 14,15,20
Tai liéu hoc tap can thiét (yéu cau phai théng nhat voi muc 10 néu

Gl.2
G4.1
G4.2
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trén)
+ [1]. Shweta Bhasin, Web Security Basics ...

Bdo cdo d6 adn mén hoc (8/0/16)

A/ Céc ndi dung va PPGD chinh trén | 6p: (8) G4.2
Ndi dung GD ly thuyét: G4.3
Sinh vién béo céo do an theo nhom dwoc phan cong
Giao vién cho y kién nhan xét vadanh gia
PPGD chinh:
+ Thuyét trinh
13-14 + Trinh chiéu Powerpoint
+ Thao luan nhém
+ Hoi dap, danh gia
B/ Céc ndi dung can tw hoc & nha: (16) G1.2
- Boc thém: [3]. Simson Garfinkel, Gene G3.2
Spafford, Web Security, Privacy & Commerce,... '
[4]. Improving Web Application Security - Threats G4l
and Countermeasures, ... G4.2
Tai liéu hoc tap can thiét (yéu cau phai théng nhat véi muc 10 néu trén G43
On tép hoc phén (4/0/8)
A/ Céc nbi dung va PPGD chinh trén 16p: (4) G1.2
Ndi dung GD: '
A A a e R G1.3
- On tap kién thirc da hoc trong cac tuan 1-12
- Nhan xét, hoi dap vadanh gia Gl4
- On tap toan bd kién thirc hoc phan
PPGD chinh:
+ Thuyét trinh
+ Trinh chiéu Powerpoint
15 + Thao luan nhom
+ Hoi dap, danh gia
B/ Cac ndi dung can ty hoc & nha: (8) G21

- Boc on lai: [1] Shweta Bhasin, Web Security
Basics, Premier Press, 2003

- Boc thém: [2]. William Stallings, Cryptography and
Network Security, Prentice Hall, 2011.

Tai liéu hoc tap can thiét (yéu cau phai thong nhat v&i muc 11 néu
trén)
+ [1]. Shweta Bhasin, Web Security Basics ...

13. Pao dirc khoa hoc:
14. Ngay phé duyét:
15. Cép phéduyét:




Trudng khoa TO trudng BM Nguoi bién soan

bang Thanh Diing L& Thi Minh Chau
16. Tién trinh cap nhat BPCCT
Lan 1: Noi Dung Cap nhat BCCT lan 1: ngay/thang/nam <nguoi cap nhat ky

vaghi rd ho tén)

TO trwvdng BO mon:

Lan 2: Noi Dung Cap nhat BCCT lan 2: ngay/thang/nam <nguoi cap nhat ky
vaghi rd ho tén)

T0 trwvdng BO mon:







